
University of Missouri

Request for Authorization to Use, Store and/or Transmit SSN
	Name of Application/Process: 
	
	Date:
	


Purpose of Application/Process:
Contact Information
Requesting Department Information
	Business Unit:
	

	Division:
	

	Department:
	

	Dean/Director/Chair:
Enter Name and Title
	


Application/Process Owner
	Name:
	
	Title:
	

	Phone:
	
	Address:
	

	Email:
	
	
	


Department IT Support

	Name:
	
	Title:
	

	Phone:
	
	Address:
	

	Email:
	
	
	


Application/Process Information
      Developer:          
 ___ Vendor

___ System IT 

___ Department IT

	Name:
	

	Department or Company Name:
	

	Address:
	
	Phone:
	

	
	
	Fax:
	

	E-mail:
	
	Website:
	


Server Hosting:      ___ University-Central IT       ___University-Dept IT     ___ Vendor
___ Other

Database:
    ___ Oracle
___Access
___ SQL
___Other________________
Additional Information:

Description of SSN Use
Need for SSN Use
Describe the specific need and purpose for SSN Use.  Include why other forms of identifying information are insufficient and any regulatory reporting requirements.
List any web application(s)/URL(s) or server name(s) where SSN is used.
Transmission of SSN

How is SSN obtained?

Do you receive files that contain SSN?  
Who sends the files, in what file format?

Describe the process.

Do you send/transmit files that contain SSN?  If so, describe who do you transmit to, and if it is an internal or outside 3rd party.  

Explain why you transmit SSN and describe the process used to send the file.  What file format is used?  Is the file encrypted?

Storage of SSN

How is the SSN stored?  If electronic, describe file format and storage location details.  If in paper form, describe where and how it is kept.

Why must SSN be stored?

What are your retention requirements?  How long must SSN be stored?  How often is SSN information purged, deleted or shredded?
Display and Use of SSN

Do you input SSN’s?  Is data entry automated or manual?

Do you retrieve SSN’s from another source?

Can you edit SSN’s?

Does your application display SSN?  If so what screens is SSN displayed?

Do you create reports that contain/display SSN?  How are the reports handled, what format are they in (html, excel, paper, etc.) and who looks at them?  
Access to SSN:

For applications/processes that are currently in production, please list the individuals that have access to SSN.
	Name:
	

	Title:
	

	Reason for Access:
	


	Name:
	

	Title:
	

	Reason for Access:
	


	Name:
	

	Title:
	

	Reason for Access:
	


*Confidentiality Agreement
All individuals with privileged access to University held confidential data, such as SSN’s, must have a confidentiality agreement on file with their department.

Approvals for Authorization to use SSN
Department Approval
Application/Process Owner Signature(s):
____________________________________
_______________________
_______________

Signature 




Print Name


Date

____________________________________

Title







____________________________________
_______________________
_______________
Signature




Print Name


Date

____________________________________

Title

Dean, Director, Department Chair:
____________________________________
_______________________
_______________

Signature




Print Name


Date

____________________________________

Title

*I acknowledge that Confidentiality Agreements for individuals with SSN access will be maintained by my department.

Audit Results

Auditor Results/Comments:
____________________________________

Audit Date
IT Approval
Business Unit Information Security Officer:
____________________________________
_______________________
_______________

Signature




Print Name


Date

Business Unit Chief Information Officer:
____________________________________
_______________________
_______________

Signature




Print Name


Date

UM Chief Information Security Officer:
____________________________________
_______________________
_______________

Signature




Print Name


Date
5

